DEPARTMENT OF THE NAVY
HUMAN RESOURCES OFFICE

368 SOUTH AVENUE IN REPLY REFER TO :
PENSACOLA FLORIDA 32508-5124 HROPNCLAINST 5211.1
CODE 09%A1
18 Jui 1996

HRO PENSACOLA INSTRUCTION 5211.1

From: Director, Human Resources Office (HRO), Pensacola

Subj: RELEASE OF INFORMATION TO INDIVIDUALS UNDER THE PRIVACY

ACT (PA)
Ref:  (a) SECNAVINST 52+i-5€ $A//-5D - ek oA
(b) SECNAVINST 5326-42D 573D 45 Y&F 3

(c) SECNAVINST 5820.8A
(d) OPNAVNOTE 5211

Encl: (1) System Manager Responsibilities
(2) PA Exemptions
(3) Record of Disclosure, OPNAV 5211/9

1. Purpose. To set forth policy and responsibility concerning
collecting, safeguarding, maintaining, using, accessing, and
releasing personal information to individuals.

2. Discussion. The Privacy Act of 1974, implemented within the
Department of the Navy (DON) by reference (a), preserves the
privacy of personal information contained in official records.
Reference (a) defines the DON policy for the protection of
individuals from unwarranted invasions of privacy and outlines
the detailed procedures for granting an individual access to
personal information pertaining to themselves.  No record
contained in a system of records shall be disclosed to a third
party except pursuant to a written request by, or with the prior
written consent of, the individual to whom the record pertains,
unless disclosure of the record falls within one of the areas
delineated in paragraph 14 of reference (a). Some conditions
where nonconsensual disclosures may be appropriate are:

a. Disclosures within Department of Defense (DOD): To DOD
and DON personnel with a need to know in the performance of their
official duties, when this use is compatible with the purpose for
which the record is maintained.

b. Disclosures reguired by Freedom of Information Act
(FOIA) : Those records required to be released to members of the
public under the provisions of the FOIA which is governed by
" reference (b).

_ c. Disclosures for Established Routine Uses: Established
routine uses are published in the Federal Register and are
published periodically by reference (d). Records covered under
an established routine use may be disclosed outside DON if the
disclosure is for an established routine use.
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d. D sclosures to protect the health or safetv of an
i ndi vi dual : This provides specific guidance for the rel ease of

i nformation under certain energency conditions.

e. Disclosures to Consress: A record may be disclosed to
ei ther House of Congress at the request of either the Senate or
House of Representatives as a whole; to any comittee,
subcommittee, or joint commttee of Congress if the disclosure
pertains to a matter within the legislative or investigative
jurisdiction of the conmttee, subconmttee, or joint committee.
Di sclosures may not be made to a menber of Congress requesting in
hi s/ her individual capacity. However, for Menbers of Congress
maki ng inquiries on behalf of individuals who are subjects of
records, a "Blanket Routine Use" has been established to permt

di scl osure. Bl anket Routine Uses are published in reference (4d).
f. Disclosures under Court Order: Requests invol ving

l[itigation will be coordinated through Chief of Naval Education

and Training (CNET) Ceneral Counsel and should be handled in

accordance with references (a) through (c). Records may nornally

be disclosed under the order of a court of conpetent

jurisdiction. Court orders nust bear the signature of a federal,

state, or local judge. Orders signed by court clerks or
attorneys are not deened to be orders of a court of conpetent
jurisdiction. Any such request for information should be
forwarded to HRO Resources Managenment and Adm nistrative Support
Department for coordination with CNET.

3. Definitions

a. Access: The review or copying of a record or parts
t hereof contained in a system of records by any individual.

b. Agency: For the purpose of disclosing records subject to
the PA between or anpbng DOD conponents, DOD is considered a
singl e agency. For all other purposes, DON is considered an
agency within the neaning of the PA

c. Disclosure: The transfer of any personal information
froma system of records by any neans of communication (such as
oral, witten, electronic, nechanical, or actual review, to any
person, private entity, or governnent agency, other than the
subj ect of the record, the subject's designated agent or the
subject's | egal guardian.

d. | ndi vi dual : Aliving citizen of the United States (U S.)
or alien lawfully admitted to the U S. for pernanent residence.
The | egal guardian of an individual has the sanme rights as the
i ndi vidual and may act on his or her behalf. No rights are
vested in the representative of a deceased person under
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reference (a) and the term "individual" does not enbrace an
i ndi vidual acting in a nonpersonal capacity, i.e., sole
proprietorship or partnership.
e. I ndi vi dual Access: Access to information pertaining to

the individual by the individual or his/her designated agent or
| egal guardi an.

f. Menber of the Public: Any individual or party acting in
a private capacity.

g. Oficial Ue: Wthin the context of this instruction,
this termis used when DON officials and enpl oyees have a
denonstrated need for use of any record or the information
contained therein in the performance of their officia
duties.

h. Personal Information: I nformati on about an individua
that is intimate or private to the individual, as distinguished
frominformation related solely to the individual's official
functions or public life.

i PA Request: A request from an individual for
notification as to the existence of, access to, or anendnent of
records pertaining to that individual. These records nust be

mai ntained in a system of records. The request mnust indicate
that it is being nmade under the PA to be considered aPA
request.

j. Record: Any item collection, or grouping of information
about an individual that is maintained by a naval activity
including, but not limted to, the individual's education
financial transactions, and nmedical, crimnal, or
enpl oynment history, and that contains the individual's nane or
other identifying particulars assigned to the individual, such as
a finger or voice print or a photograph.

k. Svstem Manaser: An official who has overal
responsibility for a system of records. He/ she may serve at any

| evel in DON. If nore than one official is indicated as a system
manager, initial responsibility resides with the manager at

the appropriate level, i.e., for local records, at the |oca
activity.

1. System of Records: A group of records under the contro
of a pov activity from which information is retrieved by the
individual's nane or by sone identifying nunber, synbol, or other
identifying particular assigned to the individual
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4, Ceneral I nformation

a. Col | ecti on. To the greatest extent possible, collect
information for systens of records directly from the individua
to whom the record pertains if the record may be used to make an
adverse determ nation about the individual's rights, benefits, or
privileges under the Federal prograns. Bef ore requesting an
individual to provide the Social Security Nunmber (SSN), the
i ndi vidual rmnust be advised whether providing the SSN is nandatory
or voluntary; by what law or other authority the SSN is
solicited; and what uses will be nmade of the SSN. I f other
information is solicited fromthe individual, a PA statenent also
nmust be provided to hinmher.

b. Recordkeeping. A record naintained in a system of
records must be accurate, relevant, tinely, conplete, and
necessary.

c. Disclosure. Per reference (a), the following information
normal |y may be disclosed fromcivilian enployee records of CONUS
enpl oyees: full nane, present and past position titles and

occupational series, present and past grades, present and past
salary rates (including performance awards or bonuses and

al l onances and differentials), past duty stations, present duty
station and future duty station (if finalized), including room
nunbers, shop designations, or other identifying duty information
regarding buildings or places of enploynment (unless the duty
stations have been determined by the DON to be sensitive,
routinely deployable, or located in a foreign territory),
position descriptions, identification of job elenents, and those
per formance standards (but not actual performance appraisals)
which would not interfere with | aw enforcenent prograns or
severely inhibit DON effectiveness. Exenptions listed herein as
encl osure (2) apply.

d. Release Authority. O ficials having cogni zance over the
requested subject matter are authorized to respond to requests
for notification, access, and/or anmendnent of records.

e. JTine Limts. PA request for access shall be acknow edged
within 10 working days after receipt, and the requester advised
within 30 days of the decision to grant/deny access.

f. Denial Authority. Wthin DON, only those officials
specifically designated by the chief official are authorized to
deny requests, either in whole or in part, for notification,
access and anendment.

g. Disclosure Accounting. Enclosure (3), DON Disclosure
Accounting Form is provided to maintain an accurate record of
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all disclosures of personal information made (including those
made with the consent of the individual) except those nmade to pop
personnel for use in performng their official duties; and those
made under FO A Its use and disclosure is governed by reference
(a). An entry should be nade each tinme the record or any
information fromthe record is viewed by, or furnished to any
person or agency, other than the subject of the record and those
exceptions identified above. This docunent shall be retained for
the life of the record to which it pertains, or five years after
the date of disclosure, whichever is |onger.

h. Di sposal of PA Data. Di sposal of records from aPA
system of records should be so as to prevent inadvertent
di scl osure. Di sposal methods are considered adequate if the
records are rendered unrecogni zable or beyond reconstruction
(i.e., such as tearing, burning, nelting, chemical deconposing,
buryi ng, pul ping, pulverizing, shredding, or nutilating).
Magnetic nedia may be cleared by conpletely erasing, overwiting,
or degaussing the tape.

5. Responsibility

a. The Head of the Resources Managenent and Adm nistrative
Support Departnent is the HRO PA Coordinator and will direct
requests to the proper systens managers for processing. The PA
Coordinator is responsible for monitoring the overall program
i mpl ementation and operation and for conpiling the annual report.

b. Service Center Managers shall

(1) Appoint a PA Coordinator to locally handle the
processi ng and coordination of requests for infornmation

(2) ldentify to HRO Pensacol a the appoi nted Coordi nator
and maintain direct liaison, as necessary, with the HRO Pensacol a
PA Coordinator to ensure the nost effective and efficient program
possi bl e,

(3) Process PA requests in accordance with reference (a)
and suppl enental guidance provided by HRO Pensacol a,

(4) Ensure that all personnel are fully aware of
reference (a) and of the policies, procedures, and
responsibilities associated with disclosure of persona
information, and

(5) Provide data for annual reporting of PA requests to
HRO Pensacol a, upon request.
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c. Departnment Heads will famliarize thenselves and
subordi nate personnel with references (a) through (c) and this
instruction prior to disclosing personal information contained in
a system of records. In conpliance with paragraph 14c of
reference (a), an accurate record nust be naintained of all
di scl osures made from a record (including those made with the
consent of the individual) except those nade to DOD personnel for
use in performng their official duties; and those made under
FOA Al witten requests for information under the FO A shall
be forwarded to the Resources Managenent and Adm nistrative
Support Departnent for coordination and reply.

d. Desi gnated Systens Managers shall conply explicitly with
the responsibilities defined by enclosure (1) of this
i nstruction.

e. Al HRO personnel are responsible for safeguarding the
rights of others, as follows:

(1) Not disclosing any information contained in a system
of records by any neans of comunication to any person or agency,
except as authorized by reference (a),

(2) Not maintaining unpublished official files which
woul d fall under the provisions of reference (a), and

(3) Safeguarding the privacy of individuals and
confidentiality of personal information contained in a system of
records.

6. For ns. Encl osure (3) may be obtained by contacting HRO
Pensacol a, Resources Managenent and Administrative Support

Depart nent. g&
%h OSTER
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SYSTEM MANAGER RESPONSI BI LI TI ES

1. Ensure that all personnel who in any way have access to
(handling, reviewing, or copying of records within the system or
are engaged in the devel opnment of procedures for the handling of
records are inforned of requirements of the PA and any uni que

saf eguardi ng or nai ntenance procedures peculiar to the system

2. Determine the content of the system Ensure conpliance wth
t he purpose for maintaining the system and the rules for
operating the system

3. Make sure the system has been published in the Federa
Regi ster.

4,  Answer requests for information from individuals.
5. Maintain accountability records of disclosures.

6. Evaluate information requested/ maintained for rel evance and
necessity.

7.  Perform an annual review of the systemwth the records
system notice published in the Federal Register and consider the
fol | owi ng:

a. Rel ati onship of each item of information to the statutory
or regulatory purpose for which the systemis maintained.

b. Speci fic adverse consequences of not collecting each
category of information.

c. Possibility of nmeeting the information requirenent
t hrough use of information not individually identifiable or
t hrough sanpling techniques.

d. Length of tine the information is needed.

e. Cost of maintaining the data conmpared to the risk or
adver se consequences of not maintaining it.

f. Necessity and relevance of the information to the m ssion
of the command.

8. I nf orm HRO Pensacol a PA Coordi nator of nonrouti ne PA
requests.



HROPNCLAI NST 5211.1

i 18
PRI VACY ACT EXENVPTI ONS JUN 199

There are no PA Systens of Records which are automatically
exenpt. No system of records within DON shall be considered
exempt until Chief of Naval Operations (cNo) has approved the
exenption and an exenption rule has been published as a final
rule in the Federal Register. To be eligible for a specific
exenption, the record nmust neet the corresponding criteria.

a. CLASSI FI ED RECORDS: All systens of records maintained
by the DON and its conponents shall be exenpted fromthe
requirements of 5 U S.C. 552a (d) pursuant to 5 U.S.C 552a
(k) (1), to the extent that the system contains any information
properly classified under Executive Order (E.0.) 12356 and that
Is required by that EQ to be kept secret in the interest of
national defense or foreign policy. DON PA systens of records
which contain classified Informati on automatically qualify for a
(k) (1) exenption, without an established exenption rule.

b. GENERAL EXEMPTIONS: Those that authorize the exenption
of a system of records from all but specifically identified
provisions of 5 U S C 552a. (These exenptions are provided by
subsection (j) of 5 U S.C. 552a.)

(1) Central Intelligence Agency
(2) Law Enforcenent

c. SPECIFIC EXEMPTIONS: Those that allow a system of
records to be exenpt fromonly a few designated provisions of
5 U S C 5b52a. (These exenptions are provided by subsection (k)
of 5 U S. C 552a.)

Cassified

Investigatory Materials for Law Enforcenent Purposes
Protective Services

Statistical Research

Investigatory Materials for Determning Suitability,
Eligibility of Qualifications for Federal Cvilian
Enpl oyment, Mlitary Service

(6) Test or Exam nation Material

(7) Evaluation Materi al

(
(
(
(
(

U WN

Contact your PA Coordinator to review exenption criteria to
determine if information requested potentially falls under one of
t hese exenptions.

ENCLOSURE (2)



RECORD OF DISCLOSURE = PRIVACY ACT OF 1974
The attached record contains personal information concerning an individual. Its use and
S/E’\é':\(}{’.?}gég_"(%%v 8-81) disclosure is governed by SECNAVINST 5211.5.

UNAUTHORIZED DISCLOSURE OF PERSONAL INFORMATION FROM
THIS RECORD COULD SUBJECT THE DISCLOSER TO CRIMINAL PENALTIES

1. This sheet is to remain a permanent part of the record described below.

2. An entry must be made each time the record or any information from the record is viewed by, or furnished to any person or agency, other than the
subject of the record, except;
a. Disclosures to DoD or DoN personnel having a need to know in the performance of their official duties.
b. Disclosure of items listed in paragraph 7 SECNAVINST 5211.5

TITLE & DESCRIPTION OF RECORD

DATE OF METHOD OF NAME&ADDRESS OF PERSON ORAGENCY TOWHOM
DISCLOSURE DISCLOSURE PURPOSE OR AUTHORITY DISCLOSED, WITH SIGNATURE IF MADE IN PERSON

==
ENCLOSURE (3)



RECORD OF DISCLOSURE -PRIVACY ACT OF 1974
OPNAV 5211/9 (Rev. 8-81) (Back)

SIN 0107-LF-052-1147

The attached record contains personal information concerning an
individual.. Its use and disclosure is governed by SECNAVINST
5211.5.

DATE OF
DISCLOSURE

METHOD OF
DISCLOSURE

PURPOSE OR AUTHORITY

NAME & ADDRESS OF PERSON OR AGENCY TO WHOM
DISCLOSED, WITH SIGNATURE IF MADE IN PERSON
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HRO PENSACOLA INSTRUCTION 5211.1

From: Director, Human Resources Office (HRO), Pensacola

Subj: RELEASE OF INFORMATION TO INDIVIDUALS UNDER THE PRIVACY

ACT (PA)
Ref:  (a) SECNAVINST 5233-5€ SA//-5D ~ k! oA
(b) SECNAVINST 5%26-42D 573 4&& YaF 3

(c) SECNAVINST 5820.8A
(d) OPNAVNOTE 5211

Encl: (1) System Manager Responsibilities
(2) PA Exemptions
(3) Record of Disclosure, OPNAV 5211/9

1. Purpose. To set forth policy and responsibility concerning
collecting, safeguarding, maintaining, using, accessing, and
releasing personal information to individuals.

2. Discussion. The Privacy Act of 1974, implemented within the
Department of the Navy (DON) by reference (a), preserves the
privacy of personal information contained in official records.
Reference (a) defines the DON policy for the protection of
individuals from unwarranted invasions of privacy and outlines
the detailed procedures for granting an individual access to
personal information pertaining to themselves. No record '
contained in a system of records shall be disclosed to a third
party except pursuant to a written request by, or with the prior
written consent of, the individual to whom the record pertains,
unless disclosure of the record falls within one of the areas
delineated in paragraph 14 of reference (a). Some conditions
where nonconsensual disclosures may be appropriate are:

a. Disclosures within Department of Defense (DOD): To DOD
and DON personnel with a need to know in the performance of their
official duties, when this use is compatible with the purpose for
which the record is maintained.

b. Disclosures required by Freedom of Information Act
(FOIA) : Those records required to be released to members of the
public under the provisions of the FOIA which is governed by
" reference (b).

, c. Disclosures for Established Routine Uses: Established
routine uses are published in the Federal Register and are
published periodically by reference (d). Records covered under
an established routine use may be disclosed outside DON if the
disclosure is for an established routine use.




